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REMOVABLE STORAGE DEVICE WITH
TRANSACTIONAL OPERATION SUPPORT
AND SYSTEM INCLUDING SAME

CROSS-REFERENCE TO RELATED
APPLICATIONS

A claim of priority is made to Indian Patent Application
No. 1005/CHE/2012 filed on Mar. 19, 2012, and to Korean
Patent Application No. 10-2012-0115531 filed on Oct. 17,
2012.

BACKGROUND

The present inventive concept relates to removable storage
devices and systems including same. As the name implies,
removable storage devices may be repeatedly installed in
and/or disconnected from a host system. Given this hardware
configuration, a specialty piece of software (and/or corre-
sponding firmware) called “a file system” that runs on a
processor or central processing unit of the host system is
responsible for the organization and configuration of data and
data files stored by the removable storage device. A great
variety of file systems are understood by those skilled in the
art, but are generally used to perform a variety of operations
such as; data file creation, data file indexing, data write, data
read, data erase, data consolidation, etc. One or more “driv-
ers” are also resident in the host system and are used in
conjunction with the file system to perform (e.g.) read/write
operations in relation to a removable storage device.

During periods of time in which the removable storage
device is performing one or more operations, the host may be
disconnected, a power supply may be interrupted, or some
other error condition may be experienced. As a result such
“failure events” (i.e., a condition intentionally or unintention-
ally interrupting the execution of an ongoing storage device
operation), one or more errors may arise in the data being
stored in or retrieved from the removable storage device.
Additionally, a failure event may result in the corruption of
file system information.

For example, most file systems use metadata to organize,
identify and track data as it is stored, updated, and read from
a removable storage device. As part of (or in response to) the
execution of removable storage device operations, it is nec-
essary to update metadata reference by the file system. And it
is certainly possible that the interruption of the execution of a
particular operation may result in the non-update, or partially
updated of metadata.

Hence, it is necessary to provide data and file system infor-
mation correction and/or protection mechanism(s) to ensure
the reliability and enhance the operational robustness of
removable storage devices.

SUMMARY

Embodiments of the inventive concept provide removable
storage devices having improved operation reliability and
enhanced robustness. Embodiments of the inventive concept
also provide systems incorporating such removable storage
devices.

In one embodiment, the inventive concept provides a
removable storage device that receives a command from a
connected host indicating a transaction to be executed by the
removable storage device, the device comprising; an input
unit that receives at least one metadata update operation and
corresponding log file information associated with the trans-
action, a log information storage unit that stores the log file
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information before execution of the at least one metadata
update operation, and a transaction manager that controls
execution of the at least one metadata update operation in the
removable storage device, and execution of a recovery opera-
tion for the transaction following a failure event interrupting
the transaction in accordance with the log file information
stored in the log information storage unit.

In another embodiment, the inventive concept provides a
method of operating a removable storage device, comprising;
receiving a command from a connected host indicating a
transaction to be executed by the removable storage device,
the command including at least one metadata update opera-
tion and corresponding log file information associated with
the transaction, storing the log file information before execu-
tion of the at least one metadata update operation, and execut-
ing a recovery operation for the transaction following a failure
event interrupting the transaction in accordance with the log
file information stored in the log information storage unit.

In another embodiment, the inventive concept provides a
data processing system, comprising a host and a removable
storage device that receives a command from the host indi-
cating a transaction to be executed by the removable storage
device. The removable storage device comprises; an input
unit that receives at least one metadata update operation and
corresponding log file information associated with the trans-
action, a log information storage unit that stores the log file
information before execution of the at least one metadata
update operation, and a transaction manager that controls
execution of the at least one metadata update operation in the
removable storage device, and execution of a recovery opera-
tion for the transaction following a failure event interrupting
the transaction in accordance with the log file information
stored in the log information storage unit.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other aspects and features of the inventive
concept will become more apparent upon consideration of
certain embodiments with reference to the attached drawings,
in which:

FIG. 1A is a block diagram of a system according to an
embodiment of the inventive concept;

FIG. 1B is a block diagram further illustrating the remov-
able storage device of FIG. 1A;

FIG. 2 is a flowchart summarizing a recovery method for a
removable memory device in accordance with certain
embodiments of the inventive concept.

FIGS. 3, 4, 5 and 6 are flowcharts respectively summariz-
ing various operating methods for the system of FIG. 1A;

FIGS. 7 and 8 are block diagrams of systems according to
certain embodiments of the inventive concept; and

FIG. 9 is a conceptual diagram illustrating log file mapping
between LBA and PBA before and after transaction execu-
tion.

DETAILED DESCRIPTION

Advantages and features of the inventive concept and
methods of accomplishing the same may be understood more
readily by reference to the following detailed description of
exemplary embodiments and the accompanying drawings.
The inventive concept may, however, be embodied in many
different forms and should not be construed as being limited
to only the illustrated embodiments. Rather, these embodi-
ments are provided so that this disclosure will be thorough
and complete and will fully convey the concept of the inven-
tive concept to those skilled in the art, and the inventive
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concept will only be defined by the appended claims.
Throughout the written description and drawings, like refer-
ence numbers and labels are used to refer to like or similar
elements.

It will be understood that when an element is referred to as
being “connected to” or “coupled to” another element, it can
be directly connected or coupled to the other element or
intervening elements may be present. In contrast, when an
element is referred to as being “directly connected to” or
“directly coupled to” another element, there are no interven-
ing elements present. As used herein, the term “and/or”
includes any and all combinations of one or more of the
associated listed items.

It will be understood that, although the terms first, second,
third, etc., may be used herein to describe various elements,
components and/or sections, these elements, components
and/or sections should not be limited by these terms. These
terms are only used to distinguish one element, component or
section from another element, component or section. Thus, a
first element, component or section discussed below could be
termed a second element, component or section without
departing from the teachings of the inventive concept.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the inventive concept. As used herein, the singular
forms are intended to include the plural forms as well, unless
the context clearly indicates otherwise. It will be further
understood that the terms “comprises” and/or “comprising,”
when used in this specification, specify the presence of stated
components, steps, operations, and/or elements, but do not
preclude the presence or addition of one or more other com-
ponents, steps, operations, elements, and/or groups thereof.

Unless otherwise defined, all terms (including technical
and scientific terms) used herein have the same meaning as
commonly understood by one of ordinary skill in the art to
which this inventive concept belongs. It will be further under-
stood that terms, such as those defined in commonly used
dictionaries, should be interpreted as having a meaning that is
consistent with their meaning in the context of the relevant art
and will not be interpreted in an idealized or overly formal
sense unless expressly so defined herein.

Robustness is a major consideration in the design and
operation of contemporary removable storage devices.
Robustness may be understood as a relative level of immunity
to failure events and is a major factor in the overall reliability
of data processing systems including a host and a removable
storage device.

The overall reliability of conventional data processing sys-
tems incorporating embedded (or hardwired) storage devices
has be enhanced by the use of transactions. A “transaction” is
an operation executed by a data processing system that
manipulates data or information related to data and includes a
metadata update sub-operation. In its execution, a transaction
must be atomic. That is, a transaction must be either fully
executed, or not effectively executed at all. No partial execu-
tion of a transaction is possible.

To facilitate this type of operation, some contemporary file
systems support transactions using some sort of transaction
log. For example, metadata may be fully updated before
execution of the transaction and the actually manipulation
(e.g., writing) of data. Using this type of approach, a transac-
tion interrupted (or disrupted) by a failure event may none-
theless be “recovered” by reference to information stored in
the transaction log. For example, with reference to the trans-
action log it may be readily determined whether a transaction
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was completed before the failure event, or whether the trans-
action was interrupted and must be rolled back by a recovery
operation.

The use of a transaction log has benefits beyond facilitating
arecovery operation. For example, metadata updates need not
be buffered during a transaction, and metadata may be written
to the storage device only once after updating the transaction
log. Unfortunately, conventional file systems implementing
transactional operations (e.g., TFS4, BTFS, ext2/3 and
NTFS) have only been applied to data processing systems
including embedded (or hardwired) storage devices. Indeed,
the safe removal option for USB drives operating in conjunc-
tion with certain Windows® operating systems is allowed for
exactly the reason that transactional operations are not sup-
ported for removable storage devices.

Thus, some conventional file systems support transactional
operations for embedded storage devise by logging metadata
updates to (e.g.) a nonvolatile memory before writing data.
Then, once the metadata has been logged, it need be updated
one in memory only one time. And if the metadata update is
interrupted by a failure event, the constituent transaction may
be recovered upon re-boot of the data processing system by
referring the transaction log.

Clearly, this approach cannot be applied to removable stor-
age devices, since there is no guarantee that following a
failure event interrupting a transaction, a particular remov-
able storage device will ever be re-connected to the host
experiencing the failure event. Further, a subsequently con-
nected host may not be capable of operating in conjunction
with the transaction log defined by the former host, and there-
fore the necessary recovery operation may not supported.

FIG. 1A is a block diagram of a data processing system 1
according to an embodiment of the inventive concept, and
FIG. 1B is a block diagram further illustrating in one example
the removable storage device 30 of FIG. 1A.

It is assumed that the system 1 and removable storage
device 30 operate according to a given set of transactions. The
term “transaction” denotes a unit of execution for the system
1 including one or more logical function(s) that manipulate
data.

A transaction guarantees atomicity, consistency, isolation,
and durability (ACID). Atomicity has been discussed above.
Consistency means that the stored data is maintained in a
consistent state upon completion of a successful transaction.
Isolation means that intermediate operation results of a trans-
action are not accessible by other transactions or operations.
Durability means that the results of a successful transaction
will persist in the stored data until later changed by a suc-
ceeding transaction.

In certain embodiments, multiple operations may be sub-
sumed within a single transaction. For example, if three
operations are to be successively executed in the system 1 in
response to a command, the execution of the three operations
may be treated as a single transaction. Thus, the command is
not deemed “executed” until each one the three operations is
completed. If the transaction is interrupted by a failure event
after only two of the three operations has been executed, the
two (completed) operations must be rolled back during a
subsequent recovery operation, and then the third operation
executed.

Referring to FIG. 1A, the system 1 generally comprises an
application 20 running on the host 10 and generating various
commands (CMD) invoking data operations directed to the
“installed” (or connected) removable storage device 30. As is
conventionally understood, the host 10 may include a file
system 12 and a driver 14.
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The host 10 may be a desktop, laptop, camera, mobile
phone or any other system including a micro processor or
CPU, or a system capable of initiating a transaction using a
constituent file system.

Thus, a command CMD generated by execution of the
application 20 on the host 10 is received by the file system 12,
and the file system 12 and driver 14 cooperate to define
predetermined operation(s) responsive to the command. For
example, when the application 20 sends a generate file com-
mand CMD instructing the host 10 to write data to a newly
defined file ‘A’, the file system 12 and driver 14 may generate
(e.g.) a write operation, a data update operation, and one or
more metadata (e.g., a bitmap, a directory entry, and a file
allocation table (FAT)) update operations (META_OP).

The metadata update operations META_OP will be pro-
cessed as a transaction. The metadata update operations
META_OP related to, e.g., the write operation, that is, a
bitmap update operation, a directory entry update operation,
and a FAT update operation may be processed as a transac-
tion.

The metadata update operations META_OP included in a
transaction may be identified by a transaction ID (T_id). In
the above example, a bitmap update operation, a directory
entry update operation, and a FAT update operation are three
different operations identified by the same transaction ID
(e.g., T_id=1).

The host 10 also generates log information (LOG_INFO)
which includes information related to the metadata update(s).

The log information LOG_INFO may include the type of
operation, the type of the metadata update, the location of
metadata, the amount of change in the metadata, and/or infor-
mation related to old metadata, etc. The type of operation may
be, for example, create, rename, truncate or write, and the
type of the metadata update may be, for example, a bitmap
update, a directory entry update, or a FAT update. In addition,
the information related to the old metadata may include not
only the content of the old metadata but also the location of
the old metadata.

Once a transaction is complete (that is, when one or more
metadata update operations META_OP included in the trans-
action is complete), the host 10 generates a transaction end
signal. In similar manner, the host 10 may generate a trans-
action start signal indicating the start of a transaction. The
transaction start and transaction end signals may be indicated
in any form (e.g., using a flag).

As the file system 12 generates one or more operations
corresponding to the command CMD provided by the appli-
cation 20, the driver 14 may assign an appropriate transaction
ID T_id and generate corresponding log information
LOG_INFO. However, the scope of the inventive concept is
not limited to only this approach. For example, the assign-
ment of a transaction ID T_id may be performed by the file
system 12.

In certain embodiments of the inventive concept, the file
system 12 may be, but is not limited to, TFS4, BTFS, ext2/3,
or NTFS.

The removable storage device 10 executes the operations
requested by the host 10. Ready examples of the removable
storage device 30 include a detachable external hard disk, an
SD card, an MMC, a UFS card, a UHS II card, or a USB mass
storage device.

Referring to FIG. 1B, the removable storage device 30
comprises an input unit 32, a log_info storage unit 34, and a
transaction manager 36.

In its operation, the removable storage device 30 stores the
log information LOG_INFO and performs one or more meta-
data update operations included in a transaction. That is, the
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input unit 32 receives the log information LOG_INFO from
the host 10, and the log_info storage unit 34 stores the log
information LOG_INFO.

When a transaction is complete, the transaction manager
36 removes all log information LOG_INFO related to the
completed transaction. Here, the removal of the log informa-
tion LOG_INFO may be performed dependently or indepen-
dently in relation to the host 10. In a case where the log
information LOG_INFO is removed in a manner dependent
upon the host 10, when a transaction is complete, the host 10
may provide a completion signal, and the removable storage
device 30 (i.e., the transaction manager 36) may remove the
log information LOG_INFO in response to the completion
signal. This operation will be described in some additional
detail hereafter with reference to FIG. 3.

However, if a transaction is interrupted by a failure event,
the transaction manager 36 recovers the interrupted transac-
tion using the stored log information LOG_INFO. Recover-
ing an interrupted transaction may include rolling back or
committing metadata related to the interrupted transaction.
This operation will be described in some additional detail
hereafter with reference to FIG. 4.

During a next subsequent power-up routine for the remov-
able storage device 30, the transaction manager 36 may
recover the interrupted transaction. For example, when the
removable storage device 30 is again connected to a host 10,
and not necessarily to the same host 10 experiencing the
interrupting failure event, it executes a predetermined pow-
ered up routine. As part of this power-up routine, any previ-
ously interrupted transaction may be recovered.

For example, the transaction manager 36 may be used to
detect the presence of undeleted log information LOG_INFO
in the log_info storage unit 34, and upon detecting the pres-
ence of undeleted log information LOG_INFO, the transac-
tion manager 36 may further cause execution of a recovery
operation. The recovery operation invoked by the transaction
manager 36 may be performed dependently or independently
in relation to the host 10.

FIG. 2 is a flowchart illustrating a method of executing a
recovery operation within a removable storage device accord-
ing to certain embodiments of the inventive concept. The
illustrated method assumes a file system operating in a depen-
dent mode. Hence the host creates the log file and sends the
log file information to the removable memory device. The
removable memory device is assumed have the computa-
tional capabilities necessary to interrupt the log file informa-
tion and perform a defined recovery operation.

The recovery operation of FIG. 2 has its origins with a write
command and corresponding log file information sent from
the host 10 to the removable storage device 30 and initiating
a transaction (S2201). The log file information will include
“transaction information” including, for example, details
such as: operation type (e.g., create, rename, truncate, write);
metadata update type (e.g., bitmap update, FAT update);
metadata location (e.g., a logical block address (LLB) and/or
index value within a LB); metadata changes; old metadata;
etc. Those skilled in the art will understand that the foregoing
is merely exemplary of many different transaction informa-
tion designations that might be effectively used to complete a
transaction or roll back it back during a recovery operation.

Upon receiving the log file information, the removable
memory device stores same in a designated area of nonvola-
tile memory (i.e., a log area) within the removable storage
device 30 before updating the relevant metadata in one or
more area(s) designated for metadata storage (i.e., a metadata
area) in the removable storage device 30 (S2202).



US 9,075,758 B2

7

Once the log file information is stored in nonvolatile
memory within the removable storage device, any metadata
updates (e.g., directory entry, bitmap update and FAT update)
associated with a current transaction ID are executed
(S2203).

At this point following successful storage of the log file
information, if the current transaction is interrupted before
completion, the removable storage device 30 may interrogate
log file and continue forward with metadata updates and
execution of the constituent operations. If there are multiple
metadata updates associated with a single file system defined
transaction, then each metadata update is assigned the same
transaction ID.

For example, it is assumed that a current transaction con-
tains both a bitmap update and a FAT update. Following the
bitmap update but before the FAT update, the current trans-
action is interrupted by a failure event. Subsequent to the
failure event, it is assumed that the removable storage device
30 is re-initialized and executes a power-up routine.

Under these assumed conditions, transaction information
remains stored in the log file of the removable storage device
30 upon power-up, and transaction information related to the
interrupted transaction may be used to perform a recovery
operation. This type of determination (S2204) may be rou-
tinely made upon power-up of the removable storage device
30.

Where no interrupted transaction is detected (S2204=No),
the data processing system 1 proceeds with normal operation
(82205). However, if an interrupted transaction is detected
(82204=Yes), the data processing system 1 must execute a
recovery operation for the removable storage device 30 by
referencing the log file (S2206). Resort to the log file and
related data entries in the removable storage device 30 allow
a determination to be made as to whether any incomplete
(un-executed) operations associated with the interrupted
transaction are indicated (S2207). If there are no incomplete
operations indicated (S2207=No), the log file is cleared of
transaction information related to the interrupted transaction
following required updates (if any) to the memory space of
the removable storage device (S2209).

However, if there are incomplete operations indicated
(82207=Yes), certain incomplete operations may be immedi-
ately completed according to the stored transaction informa-
tion, while other incomplete operations may require a roll-
back of other (completed) operations indicated by a same
transaction 1D associated with the incomplete operation
(S2208). Following completion of any incomplete operations
associated with the interrupted transaction, the log file is
cleared of transaction information related to the interrupted
transaction following required updates (if any) to the memory
space of the removable storage device (S2209).

FIG. 3 is a flowchart illustrating one method of operating
the system 1 of FIG. 1A. In FIG. 3, a case is illustrated
wherein a transaction is completed without interruption.

Referring to FIG. 3, the host 10 instructs the removable
storage device 30 to execute a first metadata update operation
META_OP1 associated with a current transaction, and
accordingly provide first log information LOG_INFO1 cor-
responding to the first metadata update operation
META_OP1 (S108).

The removable storage device 30 stores the first log infor-
mation LOG_INFO1 (S110). Then, the removable storage
device 30 executes the first metadata update operation
META_OP1 (S120).

Then, the host 10 instructs the removable storage device 30
to execute a second metadata update operation META_OP2
included in the current transaction and provides second log
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information LOG_INFO2 corresponding to the second meta-
data update operation META_OP2 (S128). In response, the
removable storage device 30 stores the second log informa-
tion LOG_INFO2 (S130), and executes the second metadata
update operation META_OP2 (S140).

When both of the metadata update operations
(META_OP1 and MET_OP2) associated with the current
transaction are complete, the host 10 transmits a completion
signal (COMMIT_TRANSACTION) to the removable stor-
age device 30 (S148).

Inresponse, the removable storage device 30 may delete all
log information (LOG_INFO1 and LOG_INFO2) corre-
sponding to the completed transaction from its log file (S150).

By way of comparison, the flowchart of FIG. 4 illustrates
an example wherein a transaction is interrupted during execu-
tion.

Referring to FIG. 4, a host 10_1 instructs the removable
storage device 30 to perform a first metadata update operation
META_OP1 included in a current transaction and provides
first log information LOG_INFO1 corresponding to the first
metadata update operation META_OP1 (S108). In response,
the removable storage device 30 stores the first log informa-
tion LOG_INFO1 (S110), and executes the first metadata
update operation META_OP1 (S120).

The removable storage device 30 has not yet executed all
metadata updates included in the current transaction when a
failure event occurs (S122).

Subsequently, the removable storage device 30 is reinitial-
ized upon being reconnected to a second host 10_2, possibly
different from the first host 10_1 (S158). Upon re-initializa-
tion by connection to the second host 10_2, the removable
storage device 30 is powered-up (S160). During a power-up
routine the removable storage device and/or the second host
10_2 detects the interrupted transaction. Accordingly, the
second host 10_2 provides a recovery signal to the removable
storage device 30 (S168). Upon receiving the recovery signal,
the removable storage device 30 interrogate the stored log
information LOG_INFO1, and executes a recovery operation
(S170) in response to the stored log information
LOG_INFOI.

In other embodiments of the inventive concept, the remov-
able storage device 30 need not wait upon a recovery signal
provide by a host. Instead, it may interrogate the stored log
information LOG_INFO independent of any control from the
host and execute a recovery operation, as necessary.

Since data processing systems including removable stor-
age devices according to embodiments of the inventive con-
cept adopt the transactional operations, failure events do not
cause file system errors related to interrupted transactions
executed by the removable storage device. This improves
operational reliability and robustness.

The above-described operating methods may be applied to
any host including a file system and related driver(s), if any, as
modified to support transactional operations using a log file
resident in aremovable storage device and further modified to
provide transaction IDs.

Hereinafter, a case wherein two or more applications run-
ning on a host request that respective transactions be executed
by a removable storage device will be described with refer-
ence to FIGS. 7 and 8.

FIG. 5illustrates another method of executing a transaction
recovery operation according to certain embodiments of the
inventive concept. Following data processing systems 1
power-up, the host 10 sends a write command along with
transaction id (S501) to the removable storage device 30. The
removable storage device or host then determines whether the
transaction id is zero (T_id=0) (S502). If the transaction id is
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zero (S502=Yes), no logging is required which implies trans-
action support is not required for this particular operation
(e.g. datawrite), and the data processing system 1 may merely
write data to the removable storage device (S503). However,
if the transaction is not zero (S502=No), then the data pro-
cessing system writes a complete logical block (LB)to the log
area (S504). Once the data processing system determines
(8505) whether the transaction is complete which implies any
commit transaction command received. If there is no commit
transaction command received then the system waits (S506)
to receive commit transaction command. If the commit trans-
action is received then the system maps (S507) log sector
(physical block address) to logical block address of metadata.
Then the system sets (S508) commit flag for the current
transaction id (T_id). In certain embodiments, the log file or
log area has the physical block address (PBA) of 10000 and
contains the transaction information in it. During a recovery
operation, the new physical block address (PBA) is mapped
with the logical block address (LBA) and the system removes
the PBA mapped to the LBA.

FIG. 6 illustrates the recovery operation for an incomplete
transaction during an initialization period for the removable
storage device according to certain embodiments of the
inventive concept. The removable storage device 30 is initial-
ized upon power up or reset. The removable memory device
may be connected to a previously connected host or a differ-
ent host following a failure event.

In the operating method, the storage device is initialized
following a failure event (S601). The date processing system
then determines whether the log file contains an entry (S602).
Ifthe log file contains no entry (S602=No), the method ends.
However, if the log file contains an entry, then the data pro-
cessing system reads the next log entry (S603), and deter-
mines whether a commit transaction flag is set (S604). If the
commit transaction flag is not set (S604=No), then the current
log entry is cleared (S605). However, if the commit transac-
tion flag is set, then the interrupted transaction is completed
by mapping the logged sector (physical block address) to a
corresponding logical block address and executing a recovery
operation (5606).

FIGS. 7 and 8 are block diagrams illustrating systems
according to certain embodiments of the inventive concept.

Referring to FIG. 7, a first application 20_1 provides a
write command, for example, write (filel, *pBuff, size) 210
to a host 10.

The host 10 instructs a removable storage device 30 to
perform a data update operation, for example, a write (data,
T_id=0) operation 220. Here, a transaction ID T_id of zero
indicates that no transaction exists.

A second application 20_2 provides a file creation com-
mand, for example, create (file2, *pBuff, size) 250 to the host
10.

Then, the host 10 instructs the removable storage device 30
to perform a metadata update operation corresponding to the
file creation command, for example, a write (bitmap_sector,
T_id=2) operation 260. Here, it can be understood that the
transaction ID T_id is two and that a second transaction has
started. The host 10 generates log information 32_1 related to
the write (bitmap_sector, T_id=2) operation 260 and provides
the generated log information 32_1 to the removable storage
device 30. Accordingly, the log information 32_1 is stored in
alogregion 32 (i.e., a region corresponding to T_id=2) of the
removable storage device 30. The removable storage device
30 performs the bitmap update.

The host 10 instructs the removable storage device 30 to
perform a write (FAT_sector, T_id=2) operation 262. The
host 10 generates log information 32_2 related to the write
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(FAT _sector, T_id=2) operation 262 and provides the gener-
ated log information 32_2 to the removable storage device 30.
Accordingly, the log information 32_2 is stored in the log
region 32 (i.e., the region corresponding to T_id=2) of the
removable storage device 30. The removable storage device
30 performs the FAT update.

The host 10 instructs the removable storage device 30 to
perform a write (DE_sector, T_id=2) operation 264. The host
10 generates log information 32_3 related to the write
(DE_sector, T_id=2) operation 264 and provides the gener-
ated log information 32_3 to the removable storage device 30.
Accordingly, the log information 32_3 is stored in the log
region 32 (i.e., the region corresponding to T_id=2) of the
removable storage device 30. The removable storage device
30 performs the directory entry update.

The host 10 instructs the removable storage device 30 to
perform a metadata update operation corresponding to the
write command, for example, a write (bitmap_sector,
T_id=1) operation 230. Here, it can be understood that the
transaction ID T _id is one and that a first transaction has
started. The host 10 generates log information 32_4 related to
the write (bitmap_sector, T_id=1) operation 230 and provides
the generated log information 32_4 to the removable storage
device 30. Accordingly, the log information 32_4 is stored in
the log region (i.e., a region corresponding to T_id=1) of the
removable storage device 30. The removable storage device
30 performs the bitmap update.

The host 10 instructs the removable storage device 30 to
perform a write (FAT_sector, T_id=1) operation 232. The
host 10 generates log information 32_5 related to the write
(FAT _sector, T_id=1) operation 232 and provides the gener-
ated log information 32_5 to the removable storage device 30.
Accordingly, the log information 32_5 is stored in the log
region 32 (i.e., the region corresponding to T_id=1) of the
removable storage device 30. The removable storage device
30 performs the FAT update.

The host 10 instructs the removable storage device 30 to
perform a write (DE_sector, T_id=1) operation 234. The host
10 generates log information 32_6 related to the write
(DE_sector, T_id=1) operation 234 and provides the log
information 32_6 to the removable storage device 30.
Accordingly, the log information 32_6 is stored in the log
region 32 (i.e., the region corresponding to T_id=1) of the
removable storage device 30. The removable storage device
performs the directory entry update.

The host 10 provides a transaction completion signal Com-
mitTransaction (T_id=2) 270. Accordingly, the removable
storage device 30 removes all of the log information 32_1
through 32_3 related to the second transaction, that is, the log
information 32_1 through 32_3 corresponding to metadata
update operations having T_id=2.

In addition, the host 10 provides a transaction completion
signal CommitTransaction (T_id=1) 240. Accordingly, the
removable storage device 30 removes all of the log informa-
tion 32_4 through 32_6 related to the first transaction, that is,
the log information 32_4 through 32_6 corresponding to
metadata update operations having T_id=1.

In summary, the first application 20_1 sends a first opera-
tion command to a file system 12, and the host 10 assigns a
first transaction ID T_id=1 to operations related to the first
operation command. After all operations related to the first
operation command are completed, all log information 32_4
through 32_6 related to the operations that correspond to the
first operation command is removed.

In addition, the second application 20_2 sends a second
operation command to the file system 12, and the host 10
assigns a second transaction ID T_id=2, which is different



US 9,075,758 B2

11

from the first transaction ID T_id=1, to operations related to
the second operation command. After all operations related to
the second operation command are completed, all log infor-
mation 32_1 through 32_3 related to the operations that cor-
respond to the second operation command is removed.

In a data processing system according to certain embodi-
ments of the inventive concept, there is no separate
LOG_INFO sending to removable storage device 30. Device
log the complete data/metadata block in the media, and will
be moved (by mapping the logged physical block to actual
logical block) to the actual area only after the commit trans-
action signal is received.

FIG. 5 illustrated a case wherein one transactional opera-
tion contains one independent file operation (e.g., a write
operation to filel and creating file2). Here both operations do
not have a common metadata block. So, we can have two
independent and unique transaction ids (id=1, id=2) associ-
ated with two independent transactions.

In FIG. 6, both file operations involve updating the same
metadata block, so both transactions must be related and be
identified by the same transaction id.

In FIG. 8, even when first and second applications 20_1
and 20_2 send first and second operation commands, a host
10 may integrate the first and second operation commands
into one transaction. To integrate the first and second opera-
tion commands into one transaction, the host 10 assigns the
same transaction ID (e.g., T_id=1) to operations related to the
first and second operation commands.

Specifically, referring to FIG. 8, the first application 20_1
provides a write command, for example, write (filel, *pButff,
size) 210 to a host 10. The host 10 instructs a removable
storage device 30 to perform a data update operation, for
example, a write (data, T_id=0) operation 220.

The second application 20_2 provides a file creation com-
mand, for example, create (file2, *pBuff, size) 250 to the host
10.

The host 10 instructs the removable storage device 30 to
perform a metadata update operation corresponding to the file
creation command, for example, a write (bitmap_sector,
T_id=1) operation 260. Here, it can be understood that the
transaction ID T _id is one and that a first transaction has
started. The host 10 generates log information 32_1 related to
the write (bitmap_sector, T_id=1) operation 261 and provides
the generated log information 32_1 to the removable storage
device 30. Accordingly, the log information 32_1 is stored in
alogregion 32 (i.e., a region corresponding to T_id=1) of the
removable storage device 30. The removable storage device
30 performs the bitmap update.

The host 10 instructs the removable storage device 30 to
perform a write (FAT_sector, T_id=1) operation 262. The
host 10 generates log information 32_2 related to the write
(FAT _sector, T_id=1) operation 263 and provides the gener-
ated log information 32_2 to the removable storage device 30.
Accordingly, the log information 32_2 is stored in the log
region 32 (i.e., the region corresponding to T_id=1) of the
removable storage device 30. The removable storage device
30 performs the FAT update.

The host 10 instructs the removable storage device 30 to
perform a write (DE_sector, T_id=1) operation 264. The host
10 generates log information 32_3 related to the write
(DE_sector, T_id=1) operation 265 and provides the gener-
ated log information 32_3 to the removable storage device 30.
Accordingly, the log information 32_3 is stored in the log
region 32 (i.e., the region corresponding to T_id=1) of the
removable storage device 30. The removable storage device
30 performs the directory entry update.
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The host 10 instructs the removable storage device 30 to
perform a metadata update operation corresponding to the
write command, for example, a write (bitmap_sector,
T_id=1) operation 230. The host 10 generates log information
32_4 related to the write (bitmap_sector, T_id=1) operation
230 and provides the generated log information 32_4 to the
removable storage device 30. Accordingly, the log informa-
tion 32_4 is stored in the log region 32 (i.e., the region cor-
responding to T_id=1) of the removable storage device 30.
The removable storage device 30 performs the bitmap update.

The host 10 instructs the removable storage device 30 to
perform a write (FAT_sector, T_id=1) operation 232. The
host 10 generates log information 32_5 related to the write
(FAT _sector, T_id=1) operation 232 and provides the gener-
ated log information 32_5 to the removable storage device 30.
Accordingly, the log information 32_5 is stored in the log
region 32 (i.e., the region corresponding to T_id=1) of the
removable storage device 30. The removable storage device
30 performs the FAT update.

The host 10 instructs the removable storage device 30 to
perform a write (DE_sector, T_id=1) operation 234. The host
10 generates log information 32_6 related to the write
(DE_sector, T_id=1) operation 234 and provides the gener-
ated log information 32_6 to the removable storage device 30.
Accordingly, the log information 32_6 is stored in the log
region 32 (i.e., the region corresponding to T_id=1) of the
removable storage device 30. The removable storage device
30 performs the directory entry update.

The host 10 provides a transaction completion signal Com-
mitTransaction (T_id=1) 240. Accordingly, the removable
storage device 30 removes all of the log information 32_1
through 32_6 related to the first transaction, that is, the log
information 32_1 through 32_6 corresponding to metadata
update operations having T_id=1.

In summary, the host 10 assigns one transaction 1D
(T_id=1) to operations related to the first and second opera-
tion commands issued by the first and second applications
20_1 and 20_2. After all operations related to the first and
second operation commands are completed, all log informa-
tion 32_1 through 32_6 related to the operations that corre-
spond to the first and second operation commands is
removed.

FIG. 9 is a conceptual diagram illustrating one example of
a log file mapping for logical block addresses (LBA) and
physical block addresses (PBA) before and after transaction
completion. In the illustrated example, instead of logging the
transaction information according to the method in FIG. 2,
the transaction information may also be represented in the
form of metadata sector and this information may be logged.
This makes the process of recovery simple as during the
recovery the log sector may be remapped with the actual
metadata sector. Thus, FIG. 9 illustrates LBA and PBA table
mappings. The tables show an original metadata sector and
the log sector before transaction recovery and after transac-
tion recovery. When a failure event occurs, the table is
retained in the log file. Further, when the removable storage
device again powers up, it is able to recover the metadata
mapping directly from the log file by just remapping the PBA
to LBA.

In certain embodiments, the log file consistent with FIG. 9
indicates a commit transaction. The commit mechanism may
be implementation specific. For example, the remapping
LBA-PBA table may be performed during a commit transac-
tion. The transaction information may also be logged in the
form of metadata sector. This makes the process of recovery
simple as during the recovery the log sector is remapped with
the actual metadata sector.
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While the present inventive concept has been particularly
shown and described with reference to exemplary embodi-
ments thereof, it will be understood by those of ordinary skill
in the art that various changes in form and detail may be made
therein without departing from the scope of the present inven-
tive concept as defined by the following claims. The exem-
plary embodiments should be considered in a descriptive
sense only and not for purposes of limitation.

What is claimed is:

1. A removable storage device (“the device”) that receives
a command from a connected host indicating a transaction to
be executed by the removable storage device, the device com-
prising:

an input unit that receives at least one metadata update
operation and corresponding log file information asso-
ciated with the transaction;

a log information storage unit that stores the log file infor-
mation before execution of the at least one metadata
update operation; and

atransaction manager that controls execution of the at least
one metadata update operation in the removable storage
device, and execution of a recovery operation for the
transaction following a failure event interrupting the
transaction in accordance with the log file information
stored in the log information storage unit.

2. The device of claim 1, wherein the recovery operation
comprises at least one of rolling back or committing metadata
indicated by the at least one metadata update operation.

3. The device of claim 1, wherein the at least one metadata
update operation comprises a first metadata update operation
and first log file information communicated from the host by
a first metadata update instruction signal, and a second meta-
data update operation and second log file information com-
municated from the host by a second metadata update instruc-
tion signal.

4. The device of claim 3, wherein the transaction manager
sequentially controls execution of the first metadata update
operation in response to the first metadata update instruction
signal, and execution of the second metadata update opera-
tion in response to the second metadata update instruction
signal.

5. The device of claim 1, wherein upon completion of the
transaction, the transaction manager controls deletion of the
log file information from the log information storage unit.

6. The device of claim 5, wherein the transaction manager
deletes the log file information in response to a completion
signal provided by the host.

7. The device of claim 1, wherein the transaction manager
controls execution of the recovery operation for the transac-
tion following the failure event during a next power-up of the
device.

8. The device of claim 7, wherein the transaction manager
determines whether or not the recovery operation is necessary
by referencing log file information stored in the log informa-
tion storage unit.

9. The device of claim 1, wherein each one of the at least
one metadata update operations is identified by a same trans-
action identification (ID).

10. The device of claim 1, wherein the log file information
comprises at least one of operation type, metadata update
type, metadata location, changes to stored metadata, and old
metadata previously stored in the device.

11. A method of operating a removable storage device,
comprising:
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receiving a command from a connected host indicating a
transaction to be executed by the removable storage
device, the command including at least one metadata
update operation and corresponding log file information
associated with the transaction;

storing the log file information before execution of the at
least one metadata update operation; and

executing a recovery operation for the transaction follow-
ing a failure event interrupting the transaction in accor-
dance with the log file information stored in the log
information storage unit.

12. The method of claim 11, wherein executing the recov-
ery operation comprises at least one of rolling back or com-
mitting metadata indicated by the at least one metadata
update operation.

13. The method of claim 11, wherein receiving the com-
mand from the host comprises:

receiving a first metadata update operation and first log file
information communicated from the host by a first meta-
data update instruction signal; and

receiving a second metadata update operation and second
log file information communicated from the host by a
second metadata update instruction signal.

14. The method of claim 11, further comprising:

upon completion of the transaction, deleting the stored log
file information.

15. The method of claim 14, further comprising:

receiving a completion signal from the host; and

deleting the log file information only in response to the
completion signal.

16. The method of claim 1, wherein the recovery operation
is executed for the transaction following the failure event
during a next power-up of the storage device.

17. The method of claim 16, further comprising:

determining whether or not the recovery operation is nec-
essary by referencing the stored log file information.

18. The method of claim 11, wherein each one of the at least
one metadata update operations is identified by a same trans-
action identification (ID).

19. The method of claim 18, wherein the log file informa-
tion comprises at least one of operation type, metadata update
type, metadata location, changes to stored metadata, and old
metadata previously stored in the device.

20. A data processing system, comprising:

a host; and

a removable storage device that receives a command from
the host indicating a transaction to be executed by the
removable storage device, the removable storage device
comprising:
an input unit that receives at least one metadata update

operation and corresponding log file information
associated with the transaction;

a log information storage unit that stores the log file
information before execution of the at least one meta-
data update operation; and

a transaction manager that controls execution of the at
least one metadata update operation in the removable
storage device, and execution of a recovery operation
for the transaction following a failure event interrupt-
ing the transaction in accordance with the log file
information stored in the log information storage unit.
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